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Amendment to the Claims 

1 . (Canceled) 

2. (Canceled) 

3. (Currently Amended) In a telecommunications system coupled to a 
user's telecommunications device, a security apparatus comprising: 

a database storing at least one user profile, wherein the profile indicates 
one of a plurality of security modes selectable by the user; and 

a computer coupled to communicate with the database, and coupled to 
the telecommunications system to receive telecommunications data transmissions, 
wherein the computer is configured to: 

receive mode selection user input, wherein the mode 
selection user input includes selecting one of the plurality of security 
modes, wherein the selected security mode is not a personal identification 
number (PIN) change, 

store the selected security mode in the at least one user 
profile, wherein the user profile corresponds to the user, 

in response to a telecommunications call from the user, 
retrieve the at least one user profile, 

receive authorization user input, and 
provide user authorization by comparing the received authorization user 
input to a security code based on the retrieved user profile, wherein the security code is 
an automatically and dynamically generated user security code based on the selected 
security mode T h e s e cur i ty apparatus of cla i m 1 

wherein the plurality of security modes includes a current time sequence recognition 
mode wherein the user security code is based on predetermined numerical sequence 
based on an hour of day, day of week, day of month and month of year, and wherein 
the mode selection user input includes a user selected arrangement of the hour of day, 
day of week, day of month and month of year. 

4. (Canceled) 
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5. (Canceled) 

6. (Canceled) 

7. (Currently Amended) A method of providing security for a system, 

comprising: 

receiving user input; 

retrieving a user profile, wherein the profile indicates one security mode; 

and 

providing authorization by comparing the received user input to a security 
code based on the retrieved user profile, wherein the security code is an automatically 
and dynamically generated user security code T h e m e thod of c l aim 5 
wherein the system is a telecommunications system, and wherein the method includes: 

receiving input from the user for assigning a selected security mode 
selected from a plurality of security modes to at least one event, wherein the event is a 
predetermined time, a data type received by the telecommunications system or a 
source of an incoming data signal to the telecommunications system; and wherein the 
predetermined time is a time of day or day of week, wherein the data type is a voice 
telephone call, videophone call, electronic mail transmission or a facsimile transmission, 
and wherein the source is an internal/external transmission or a transmission from a 
predetermined source. 

8. -18. (Canceled) 

19. (Currently Amended) A method of providing security for a system, 

comprising: 

receiving user input; 

retrieving a user profile, wherein the profile indicates one security mode; 

and 

providing authorization by comparing the received user input to a security 
code based on the retrieved user profile, wherein the security code is an automatically 
and dynamically generated user security code T h e m e thod of c l a i m 5 
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wherein the security mode includes a current time sequence recognition mode wherein 
the user security code is based on predetermined numerical sequence based on a hour 
of day, day of week, day of month and month of year, and wherein the hour of day, day 
of week, day of month and month of year are arranged in a predetermined fashion 
known by the system and the user. 

20.-22. (Canceled) 

23. (Currently Amended) A method of providing security for a system, 

comprising: 

receiving user input selecting one of a plurality of security modes, wherein 
the selected security mode is not a personal identification number (PIN) change; 

storing the selected security mode in a user profile, wherein the user 
profile corresponds to the user; and 

providing authorization by comparing a received user input to a dynamic 
security code based on the stored user profile and the user selected security mode, 1 ^ 
m e thod of c l a i m 21 

wherein the system is a telecommunications system, and wherein the method includes: 
receiving input from the user for assigning a selected security mode 
selected from the plurality of security modes to at least one event, wherein the event is 
a predetermined time, a data type received by the telecommunications system or a 
source of an incoming data signal to the telecommunications system; and wherein the 
predetermined time is a time of day or day of week, wherein the data type is a voice 
telephone call, videophone call, electronic mail transmission or a facsimile transmission, 
and wherein the source is an internal/external transmission or a transmission from a 
predetermined source. 

24. -26. (Canceled) 

27. (Currently Amended) A method of providing security for a system, 

comprising: 

receiving user input selecting one of a plurality of security modes, wherein 
the selected security mode is not a personal identification number (PIN) change; 
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storing the selected security mode in a user profile, wherein the user 
profile corresponds to the user; and 

providing authorization by comparing a received user input to a dynamic 
security code based on the stored user profile and the user selected security mode,T he 
m e thod of c l aim 21 

wherein the plurality of security modes includes a current time sequence recognition 
mode wherein the dynamic security code is based on predetermined sequence based 
on a hour of day, day of week, day of month and month of year, and wherein the hour 
of day, day of week, day of month and month of year are arranged in a predetermined 
fashion by the method and known by the user. 

28.-33. (Canceled) 

34. (Currently Amended) An apparatus for restricting access to one or 
more resources, the apparatus comprising: 

a computer logically coupled to the one or more resources, wherein the 
computer is configured to receive user input; retrieve a user profile, wherein the profile 
indicates at least one security mode; automatically and dynamically generate a user 
security code based on the indicated security mode and the retrieved user profile; and 
provide authorization by comparing the received user input to the dynamically 
generated user security code T h e apparatus of c l a i m 30 

wherein the security mode includes a current time sequence recognition mode wherein 
the user security code is based on predetermined numerical sequence based on a hour 
of day, day of week, day of month and month of year, and wherein the hour of day, day 
of week, day of month and month of year are arranged in a predetermined fashion 
known by the computer and the user. 

35. -42. (Canceled) 

43. (Currently Amended) A computer-readable, signal bearing medium 
storing instructions for a computer for providing security for a system, the instructions 
comprising: 

receiving user input; 
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retrieving a user profile, wherein the profile indicates at least one security 

mode; and 

providing authorization by comparing the received user input to a security 
code based on the retrieved user profile, wherein the security code is an automatically 
and dynamically generated user security code, Th e comput e r - readab le m e d i um of 
cla i m 39 

wherein the security mode includes a current time sequence recognition mode wherein 
the user security code is based on predetermined numerical sequence based on a hour 
of day, day of week, day of month and month of year, and wherein the hour of day, day 
of week, day of month and month of year are arranged in a predetermined fashion 
known by the system and the user. 

44. (Canceled) 

45. (Canceled) 

46. (Currently Amended) A computer-readable, signal bearing medium 
storing instructions for a computer for providing security for a system, the instructions 
comprising: 

receiving user input; 

retrieving a user profile, wherein the profile indicates at least one security 

mode; and 

providing authorization by comparing the received user input to a security 
code based on the retrieved user profile, wherein the security code is an automatically 
and dynamically generated user security code T h e comput e r - r e adab le m e d i um of c l a i m 
39 

wherein the instructions include: 

receiving user input selecting one of a plurality of scrambling modes, and 
providing an indication to the user of an initial code, where the indication is 

provided to the user over another system that differs from the system; and 
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wherein receiving user input includes receiving a true security code 

corresponding to the indicated initial code modified by the user based on 
the selected mode. 

47.-51. (Canceled) 

52. (Currently Amended) A computer-readable and computer- 
generated data signal transmitted via a transmission medium, the generated data signal 
permitting a computer system to perform a method of providing security for a system, 
comprising: 

receiving user input selecting one of a plurality of security modes, wherein 
the selected security mode is not a personal identification number (PIN) change; 

storing the selected security mode in a user profile, wherein the user 
profile corresponds to the user; and 

providing authorization by comparing a received user input to a dynamic 
security code based on the stored user profile and the user selected security mode. The 
transm i tted data s i gna l of c l a i m 48 

wherein the plurality of security modes includes a current time sequence recognition 
mode wherein the dynamic security code is based on predetermined sequence based 
on a hour of day, day of week, day of month and month of year, and wherein the hour 
of day, day of week, day of month and month of year are arranged in a predetermined 
fashion by the method and known by the user. 

53. - 56. (Canceled) 

57. (Currently Amended) In a system, a user prompt signal for use in 
providing security for the system, comprising: 

a first user prompt portion for instructing a user to select one of a plurality 
of security modes; 

a second user prompt portion for instructing a user to input a modification 
to a user profile, wherein the user profile corresponds to the user, wherein the 
modification applies to a user selected security mode, and wherein the selected security 
mode and modification are not a personal identification number (PIN) change; and 
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a third user prompt portion for instructing a user to input a dynamic 
security code based on the modified user profile and the user selected security 
mode. Th e us e r prompt signa l of cla i m 53 

wherein the first user prompt portion includes selecting one of a plurality of transmitted 
code scrambling modes corresponding to methods of generating a dynamic security 
code based on an initial code transmitted to the user. 

58.-64. (Canceled) 

65. (Currently Amended) A computer-readable medium containing a 
data structure for use in restricting access to resources, the data structure comprising: 

at least first and second fields identifying respective first and second user- 
selectable security modes, wherein the first and second security modes do not both 
represent a personal identification number (PIN) change, and wherein the first and 
second security modes each restrict access to the resources; and 

at least a third field comprising parameters associated with a user- 
selected one of the first and second security modes T h e comput e r - r e adab le medium of 
c l a i m 61 

wherein the first security modes includes a current time sequence recognition mode 
wherein the dynamic security code is based on predetermined sequence based on a 
hour of day, day of week, day of month and month of year, and wherein the data 
structure includes fields indicating an order of hour of day, day of week, day of month 
and month of year variables. 

66. -68. (Canceled) 
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